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— Workshop Overview

Organizations face increasing risks related to physical security, operational disruption, theft, cyber-physical
threats, and asset loss. Protecting critical assets—whether infrastructure, information, or people—requires
a structured and proactive security management approach. This course provides participants with practical
tools and strategies to design, implement, and manage effective asset protection systems. It focuses on
risk-based security planning, prevention strategies, and integrated security operations to ensure business
continuity and resilience.

Why Attend Who Should Attend

The course is delivered using a practical and Security Managers and Officers

applied learning approach: Facilities and Operations Managers

- Risk Management Professionals

Real-world case studies from corporate and HSE (Health, Safety & Environment) Officers
critical infrastructure environments Corporate Security Teams

- Asset and Infrastructure Managers
Scenario-based security risk simulations Administrative and Operational Leaders

— Learning Objectives

e Understand core principles of asset protection and security management
< ldentify and assess security risks to physical and operational assets

« Design effective security strategies and control measures

< Develop risk-based security plans and response frameworks

e Improve incident prevention, detection, and response capabilities

e Strengthen organizational resilience and asset integrity
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— Course Outline

Fundamentals of Asset Protection and Security Management

e Introduction to asset protection concepts

* Types of assets (physical, operational, human, informational)
e Security threats and risk landscape

* Principles of security management systems

¢ Risk identification and vulnerability assessment

e Building a basic security framework

Security Risk Assessment and Threat Analysis

e Security risk assessment methodologies
e Threat identification and classification

e Vulnerability and impact analysis

e Risk scoring and prioritization techniques
e Security risk registers and documentation

¢ Practical risk assessment exercise

DAY Physical Security Systems and Controls
3 « Physical security design principles
e Access control systems and technologies
e Surveillance and monitoring systems (CCTV, alarms, etc.)
e Perimeter protection and layered security

e Security zoning and critical asset protection

e Case study: facility security design

Incident Management and Emergency Response

e Security incident lifecycle

e Detection, reporting, and escalation procedures
e Emergency response planning

e Crisis management and coordination

e Business continuity considerations

e Simulation exercise: security incident response
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Strategic Security Management and Resilience

< Developing a security management strategy

e Governance and compliance frameworks

e Security KPIs and performance measurement

e Integration of security with organizational risk management
e Emerging threats and modern security challenges

e Final case study and action planning
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— Upcoming Classroom Dates

DATE LOCATION FEE
5 -9 October 2026 Munich - Germany €1,725
5 -9 October 2026 Munich - Germany €1,725
12 - 16 October 2026 Amsterdam - Netherlands €2,125
12 - 16 October 2026 Amsterdam - Netherlands €2,125
9 - 13 November 2026 Rome - Italy €2,125
9 - 13 November 2026 Rome - Italy €2,125
16 - 20 November 2026 Vienna - Austria €2,125
16 - 20 November 2026 Vienna - Austria €2,125

— Certificate and Registration

Participants who attend and complete the full programme receive a SPARK Training Certificate of
Completion. For registration, in-house delivery, or availability questions, contact info@sparktraining.eu or
+31 85 115 0004.
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